PRIVACY

Commonwealth Computers uses Auhorize.net to process invoice payments made with credit cards through FreshBooks. 

This page discloses the privacy policy of Commonwealth Computers payment management services. We are concerned about your privacy and the security of your important personal information. We want you to be aware of what kind of information we obtain from you, how we use this information, and how you can control its use. By using this site or paying invoices, you consent to this Privacy Policy.

Authorize.Net LLC a subsidiary of CyberSource Corporation

http://www.authorize.net 

As a leading provider of payment management and risk management services to hundreds of thousands of online businesses around the world, privacy and data protection are of the utmost importance to CyberSource Corporation and its subsidiaries, including Authorize.Net LLC, CyberSource Ltd., CyberSource NI Ltd., CYBS Singapore Pte Ltd., CyberSource K.K., and other subsidiaries (collectively "CyberSource"). This Privacy Statement for CyberSource ("Privacy Statement") details the company's policies with respect to the handling of personally identifiable information ("Information") submitted by the reader of this Privacy Policy ("You") or otherwise collected by CyberSource via the company's website or in the course of providing services to CyberSource's customers. CyberSource will use and disclose Information only in accordance with the terms of this Privacy Statement. 
CyberSource will use Your Information during the course of providing You with the Gateway Services. During the course of providing such services, CyberSource may disclose Your Information to third parties that have contracted with CyberSource to perform certain functions of the Gateway Services on our behalf ("Subcontractors"). CyberSource may also use Your Information to contact You about other CyberSource offerings and to inform You about general company news and industry trends, directly or through the use of third party vendors. CyberSource may also use Your Information for internal business analyses. If You are a customer of a CyberSource Customer, CyberSource will use Order Information during the course of providing processing services to such CyberSource Customer. CyberSource may also use Order Information at an aggregate level for internal business analyses and fraud prevention. During the course of providing Gateway Services to CyberSource Customers, CyberSource may disclose Order Information to banks, processors, card associations, and other financial institutions that are involved in the course of processing or screening the transaction applicable to the Order Information.

CyberSource is committed to privacy and security. CyberSource is compliant with the Payment Card Industry Data Security Standard ("PCI DSS") as a Level 1 service provider. CyberSource has been compliant with PCI DSS since its inception in 2002. PCI DSS is the bankcard industry's most stringent security standard. Examples of CyberSource's security measures include: physical, electronic, and procedural safeguards; sophisticated security monitoring tools; documented security policies; use of strong encryption for transmissions of Order Information to and from CyberSource Customers; restricted access of personally identifiable information; and, periodic security audits by third party security experts.

FreshBooks a subsidiary of 2NDSITE Inc.

http://www.freshbooks.com 

Payment Information. We use credit card and other payment information (such as PayPal email addresses) you submit to us on the Site to process payments you make through the Site. We do not store credit card or other payment method information unless the Subscriber or their Customers choose to enter credit card information for use in the FreshBooks recurring profiles module; in all other cases financial institutions (like PayPal, Authorize.net and PSiGate) have the sole and complete responsibility for the storage of credit card and payment information. If you are a Subscriber or a Customer of our Subscriber (Commonwealth Computers) we collect your credit card information for billing purposes. And if you are a Customer who wishes to pay amounts to a Subscriber on a recurring basis, we collect and store your credit card information for payment purposes.

Security. FreshBooks strives to protect your personal information. For security of transactions, we use the Secure Sockets Layer (SSL) protocol, which encrypts any information, such as credit card number and billing information, you send to us electronically. The encryption process protects your information, by scrambling it before it is sent to us from your computer. Once FreshBooks receives your transmission, we make commercially reasonable efforts to ensure its security on our system. Unfortunately, no data transmission over the Internet can be guaranteed to be 100% secure. As a result, while we strive to protect your personal information, we cannot warrant the security of any information you transmit to us. More information about security is available on the Site and in our Terms of use.
Full FreshBooks Privacy and Security Policies:

http://www.freshbooks.com/privacy.php 
http://www.freshbooks.com/terms-of-service.php 

http://www.freshbooks.com/security-safeguards.php 
Full Authorize.net Privacy and Security Polices: 

http://www.authorize.net/company/terms 

http://www.authorize.net/company/privacy 

http://www.authorize.net/company/spampolicy 
